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i INTRODUCTION 

2. TOOLS OF THE TRADE 

2. 1 What do you need tools tor? 

2.2 How to organise your tools 

2.3 The basic toolkit 

2.3. 1 Cutters 

2.3.2 Spanners/wrenches & pliers 

2 3.3 Screw drivers 

2.3.4 Drills 

2.3.5 Saws 

2.3.6 Chisels 

2.3.7 Hammers/bars 

2.3.8 Specialised tools - jacks, laps, staple-guns etc 

2.3.9 Glue/abrasives, paints and chemicals 

2.4 Ropes and ladders 

2.5 Preparlng/storing your toots 
2.S Health and safety 

3 PLANNING A HIT 

3.1 Coordination vs mindless vandalism 
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them. They will also have a number of printers, large hard disk drive, and a large amounl of cabling 
associated with them. Chances are thai it you are confronted by one of these systems. then you are 
about 1o be caught as you've activated every security device In the building! 

■ There's nol a lol you can do with these syslems - straightforward smashing, hammering and cutting (s the 
best options, H yoo don't have a lot of time, just remove some ol the larger circuit boards, place them 
between two blocks lean them against the wall, and stamp In the middle to snap it In two. 

■ DesktopsJIaptops: These are the machines you see in offices, or you might have at home. They are 
generally used for 'human" related work. If you are unable to gat the computer off Uie site there are a 
number of options... 

■ Throw it out of art upstairs window; 

■ Hammer a screwdriver into the floppy disk drives, 

■ Remove the cover of the main unit to gain access to the inside, then using a blunt screwdriver, 
hammer holes in Ihe hard drives/CD-ROM drives (usually large metal boxes about 3*-e" square 
and 2" deep), and the CPU (small black 'chips' on the circuit board, about 3cnMcm square). 

• tf you have access to the floppy disks, take them, but you may nol get anything oft. Some 
systems encrypt data on disks making them unusable. Alternatively, Just bend the disks in half 

■ Programmable logic controllers (PLCsJ/Hardwtred logic controllers: These machines, varying In sire 
from a small shoe boic to a bedside cabinet, control complex mechanical or electrical systems such as 
security alarms, traffic lights and 'command and control' (CnC) machines 

PLC's are identifiable because they normally have small keypads and LCD/LED dot matrix displays. 
Hardwired units are essentially small circuit-board based computers that control specific smal scale 
tasks, and are not programmable. A good example are automatic washing machines, or a video recorder. 
In (arms of extracting information these syslems are worthless, bul there are a number of alternative 
options: 

• Hammer a blunt screwdriver or chisel through Ihe control panel: 

■ Make a hole in the casing ol the device and pour arid Inside - ferric chloride is usually sufficient; 

■ If Ihe thtng is removable, lake it away (PLCs are portable things sometimes) and just dump iL 

The whole subject of usjng computers will be covered in deplh in Volume III ol this series. 
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Many modern lax machines are made to disconnect I a page longer than 60cm it sem Thus II you made a 
simple paper loop, the oltier end would disconnect The way around Ml (Illustrated below) Is lo chop chunks oul 
of Ihe end of three sheets of paper, connect them together, and while you are transmuting the first two connect 
the first sheet to the last. The reason this works Is because Ihe paper detector is normally In the centre of the 
sheel feeder The gaps in the paper loop are Iherelore Interpreted as a break between pages However this 
system does nol work for all lax machines - so you will have lo experiment a little with this standard Idea. 

The other opfion if you have a lax modem and a lot of numbers, is to get your fax modem to systematically call 
all he voice numbers and try to send them a la*, over and over again If there Is any comeback from BT flier* is 
a simple response... how were you lo know there were no fax machines connected lo Ihese numbers! 

5.6 Computers 

Computers, and how to use, abuse and destroy them is a topic In itself There are many constructive ways to 
uses computers, there are many destructive ways to use computers, and there are many ways to loul uo or 
damage computers • (generally an axe through the motherboard and hard drive works best). 

Ralher than give an in-depth analysis of how to constructively use or foul up computers it is easier for the 
purposes of this handbook to describe what lo do i presented with one. This really only applies to deskloo or 
laptop computers. K 

If I gol dose enough to a desktop computer to do damage to it - 1 wouldn't I'd remove II from the site lake it 
home after holding it In quarantine at (he stash for a few weeks, and extract all the data I could from its hard 
disk. Computers are generally protected by a password which prevents unauthonsed access when you first turn 
I on^ The password is held in an electrical memory, supplied with elecl/icity from a small battery - disconnect 
Ihe battery clears the password and allows access. If you take the computer apart, the ballery is normally 
mounted somewhere inaccessible such as under the hard disk. Alternatively, find Ihe CMOS ROM and short the 
power pins together - this also clears the memory. 

However, when you've finished wilh the computer, get rid of III Sell it on to someone unconnected with sabbing - 
tor cash • or Just dump it. Computers and the chips inside them are very valuable, and lor this reason they all 
contain identifying serial numbers II you get raided and Ihoy check the computer, you will be caught 

fH; ^H d ° ( y ° U * S6riOUS J larm to a com P u,ensBtt system?,., Be aware that nol all computers are the friendly 
looking beasts you see on off.ee desktops In the receplion ol your tocal authority. A computer conliols the 
switching ol iraftic lights; il controls Ihe machinery on many complex industrial processes- it controls Ihe 
manaoemem ol Ihe telephone network; I controls the electronics and engine timings in nearly all modern cars. 

Computers fall into three broad categories; 

■ Mini's/mainframes; These are large systems used by corporations or institutions. They generally consist 
of one or mora large cabinets full ol circuit boards wilh Ihe name 'Sun'. 'IBM'. 'Digital 1 etc. written all over 
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Answer 3; As an ex-mechanical engineer, lechno-freak. electronics hobbyist and computer nerd I had more 
ideas than most on the best ways to bugger up equipment; 

Answer 4: Well, why not? The most they can do is put me away lor five years for incitement. 

This guide is not really about 'noble' sabolage - (or example people clamping themselves to diggers on road 
protects. Irs about taking action against the everyday destruction of the environment ■ it's about afforestation (ol 
open areas), deforestation (of natural woodlands), polluting industries, and the ceaseless growth of urbanised 
areas while inner cities are loft derelict Specifically, It's about sabotaging machinery, and gelling away with it. 

This guide I hope will help (hose already interested in the cause', and those who would Ilk* to Join the cause but 
don t have sufficient knowledge, to gel out there and make mischief. It's net a matter ol revenge for such 
negative motives only lead to senseless loss and destruction. Also, it's not about anger or rage for under these 
very personal influences we lose all sensibility and fail lo act in the interests ol the wider planet We musl act in a 
quite straightforward manner - (or cenluries landowners and 'businessmen* have exploited Ihe Earth and grown 
tat on its wealth. We must, for the sake ol future generations, redress the balance. We cannot take back what 
has been taken because the system is slacked against us. Instead we must invite their retribution by depriving 
them of ihe resources and processes which create their excessive wealth. 

I have to admit (hat the height of my career has been sabotaging dumpers, JC8s and 2 Caterpillars within fifty 
yards of the security guard's office. The worst was certainly sabolaging some road construction equipment and 
hauing to walk five mites home covered in diesel. In between I've scratched Porches 'improved' billboards 
sugared fuel stores and glued locks 

What follows Is an account of what a person could do, if they were so minded, to generally foul up destroy 
disable and outwardly smash those installations and devices which are being used by 'the opposition' lo destroy 
me planet Of course, lest I be accused of incitement, all the contents of this manual are purely hypothetical and 
any embellishments relating to my own activities is merely illustrative story telling ... Officer But what we hair* to 
realise is that those who would destroy the world have huge sums ol money, gained from centimes ol plunder™ 
natural resources, and exploiting both humans and animals. We on Ihe olher hand are a disparate bul growinq 
bunch ol (mainly) hippies, who have had all they can sland from the system. 

Carrying oul eco- sabotage 

One important point - whatever you do you should always ensure that you never cause harm to olher people or 
to the Earth thai you are trying to protect. There's not much point in nobbling an earth mover which is building a 
new road bndge if you cut the fuel lines and send 200 gallons of diesel down the nver Eco-sabolage should 
never be conducted In a rag* or anger - that way lies plain destruction and vandalism Eco-sabotage should be 
planned, calmly executed, and the extent should reflect the damage that Ihe evil-doer Is Indicting ort the Earth. 

^uiiTZ 31 5 ?T EfT* a ° K audtenCe ■ M " •*"- afe readin 9 ■* "■ ■* othw «««** ™ ■» W""* 
you If just have to make the best you can of the content. It covers all aspects ol oco-sabolage lhat I have 
used/considered in the pasl few years - the law, equipment, intelligence gathering and 'hit' planning. II ,s by no 
moans a complete account, bul if you think there are items missing or you find errors, by all means circulate your 
own cnanges. J 

The most Important thing I have to say lo you Is - educate yourselves. II may seem extreme, bul before you start 
..ui.iM.iiin.illy o,i tins sort of work you should enrol in motor maintenance or engineering evening classes at you 
ttcafcoUefle take the radio-amateur's training course, or just buy lots ol DIY books and study them. When 
hauler something new in the field, it is experience thai is the most valuable thing, nol Jusl a bigger 

Tooling Is also Important. You don't wreck earth-movers with a hammer and screwdriver ■ they're built to lake 
'OOZFZ '''equjres consideration, spanners, tungsten-carbide grinding powder, epoxy resins and slow, careful 
work. Mindless bashing aboul does little real damage, and will altracl attention. 

And finally... 

«d < SS^S n h ?,r rit, T " MS h f "?*** * " ,s *• col)BC, * d mu ° hl * « a numtof °' saboteurs (I am M editor 
and coordinator ol the enterprise). For obvious reasons, I must decline to use my name Unfortunately Ihe UK 
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authorities will not welcome this publication with the joyous praise ol open government and freedom of speech. I 
can see The Sun" headlines now... "Hippies get DIY manual" Instead, I adopt a 'nom da plume' ol Ozymandias, 
taken Irom the poems ol Shelley * read the poem to see the iron/. 
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questions rather than pulling their own themselves. 

The simples! way of engineering a phone call is to identify your target, and get to know some detail about their 
lives, activities and friends. Then you call up their secretary, wile, etc., posing as one of their associates who has 
forgotten the date and place ol a meeting, or the location of a development, or how much money they had to give 
to the tocal chief planning officer. With luck, and a lot ol verbal bullshit, you can get what you want. 

Impersonating people in person is very difficult - particularly since most of my friends are hippies and the people 
we are getting at wear suits. However, with total strangers there are possibilities. Impersonating a police officer is 
difficult - there are a whole set of mannerisms and structures of vocabulary to master apart from the costume. 
But little finishing touches tike a small scanning receiver In your pocket to give you the traditional chattering 
police radio talk in your pocket, may help. 

In practice II is safer to Impersonate someone unknown and lowly, but who might hold some sort of power. For 
example, if you wanted to start a fuss about quarrying, dress as the average shabby construction labourer, and 
Just walk around a village with a theodolite, and get your friend to play along holding a measure. When someone 
asks what you are doing say that you have come along to measure up for a new opencast coal pit. You could 
even say that you are conducting a feasibility study for a new six lane bypass next to some posh residences. 
Impersonating someone lowly can therefore have as much effect as someone who is important. 

5.5.2 Forgery 

Forging letters is very difficult these days, mainly because letters are printed on elaborata coloured paper, with 
watermarks, etc. However, faxes are monochrome, and have no distinguishing marks. Also fax machines, by the 
way they scan and transmit the page, destroy much of the quality and effectively mask any slight error In a 
forger's reproduction Hence, faxes present the best avenue for forgery. 

To forge a realty good tax you need a computer, an image scanner, a fax machine, and a sample of the standard 
letter or fax release that your target puts out. You scan an the identifying features of Ihe letter such as 
letterheads, logos and signatures, and then set these up as images on a page of a desk-top-publisher or 
wordprocessor. Then, using a typeface of similar style and point size to the real thing, you write your own 
message. 

What you do then is up to you. You could just copy the fax using your fax machine, and then stick II up on a 
notlceboard somewhere. Better still, to make It look as If the fax has been 'leaked' by an employee, reprogram 
the fax machine with the fax number of the company, make sure you dial 141 lo prevent reception of your 
number, and then fax it lo al the local newspapers. 

5.5.3 Harassment 

Some people consider harassment an acceptable way to campaign - 1 don't. This is because you can never be 
sure about only getting the person you ara after. For example, many of the animal rights protesters have 
picketed people's houses - but what about the neighbours who are unconnected with the issue concerned? 



The only form of harassment I indulge In is swamping businesses with phone call or faxes. This is justifiable 
because you are attacking a business as an organisation rather than one person in particular, and you can be 
sure that the action only hits Ihe Intended target. 
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There are various ways to do Ihis. If you are Just calling by voice you will need to have many tens of people doing 
It al the same time or BT wiB intervene for phone harassment. 

The other option Is to send a very long fax. If you have a fax modem Ihis is easy because you create a 60-100 
page document on your wordprocessor. and Ihen send it electronically to Ihe fax machine at the other end until 
you run it out of paper. To do this manually with a normal lax machine is more difficult. 
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